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Setting Up VPN Client Software

Prerequisites:

· Your own Internet Service Provider

· VPN Software (acfvpn.exe)
· ACF Remote User Account provided by the Help Desk

Note: This should be the same as your ACF domain account (the one that you use at the office).  If you do not have an account in the ACF domain, contact the Help Desk.
Hardware/Software Requirements:

· PC with a 90 MHz Pentium or higher microprocessor

· Microsoft Windows 95/98, Window NT, Window 2000, Window XP *

· 32 MB of RAM

· 10 MB of hard-disk space

· Internet access, with a download-capable browser (such as Netscape or Internet Explorer)
*Client software is available for platforms other than Windows; however the Help Desk will not provide support once the software is installed.

Note: Before installing the new VPN Client software, you must uninstall any old clients.  If you have no old VPN client on your machine, you may skip to “Downloading and Installing the VPN Client software”.
	Uninstalling the old VPN Client software:

	Steps
	Action

	1 
	Click the Start button in the lower left corner.  Go to Settings, then Control Panel.  (On XP, go directly to Control Panel.)

	2 
	Double-click on Add or Remove Programs.

	3 
	Highlight VPN Client and click Remove (or Change/Remove).

	4 
	Click Yes.

	5 
	Click Yes to restart your computer.


	Downloading and Installing the VPN Client software:

	Steps
	Action

	1 
	Using your browser, go to https://extranet.acf.hhs.gov/acfvpn.exe .

	2 
	Click Save.  When prompted, click the Desktop icon on the left of the window, then click Save again.

	3 
	Close your browser.

	4 
	On your desktop, double-click on the file acfvpn.exe.  The VPN client will automatically install.  Please note that this step may take several minutes to complete.

	5 
	Click Finish.  This will restart your computer.

	6 
	Once you have rebooted, you may move acfvpn.exe from your Desktop to the Recycle Bin.  It will no longer be needed.
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Using VPN Client software:

Note: The ITSC Help Desk makes the assumption that you will not be using this client in conjunction with a local “firewall” or other security device.  If you have one in place, or are not sure if you do, then please contact your local network administrator.  The ITSC Help Desk assumes no responsibility for the configuration of your local network security.
	1 
	Connect to the Internet using an Internet Service Provider.

	2 
	Click on the Start button.  Highlight Programs (or All Programs), then ACF Cisco VPN Client, then open VPN Client.

	3 
	Click Connect.  You should receive a window asking for a User Name and Password.

	4 
	Put in your user name and password, the same way as you would if you were at work.  Then click OK.

	5 
	You will receive a warning that you are accessing a Government system.  Click Continue.

	NOTE
	In your taskbar on the lower right side of the screen, there should be a small padlock icon.  Moving your cursor over it should produce the text label, “VPN Client – Connected”.

	NOTE
	To disconnect from VPN, double-click the padlock icon and click Disconnect in the window that comes up. Then close the client.
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I've connected.  What do I do now? 
	1
	The VPN software provides the security layer necessary to access internal ACF resources.  Resources such as the intranet or GATES.  The following table is offered as a guide to using your Internet Service Provider (AOL, Earthlink, Erols, Mindspring, etc.) connection to access internal applications over the ACF VPN.

	2
	To Access:
	Use:

	
	ACF Intranet
	Browser (Netscape)  and type address http://intranet.acf.dhhs.gov 

	
	DHHS Intranet
	Browser (Netscape) and type address http://intranet.hhs.gov

	
	GATES
	Winframe (See separate instructions at: http://intranet.acf.dhhs.gov/offices/oa/ois/cns/vpn/vpn_citrix.doc)
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Questions and Answers
Can I access the Client from my Desktop?
It is possible to create an icon on your Desktop so that you can access the Client directly by double-clicking.  From the opened Client, click Connection Entries, and go down to Create Shortcut.  This will create an icon on your Desktop.

Can I shrink the size of the Client window?
It is possible to display a simplified version of the Client window.  With the window active, simply type <ctrl-M>.  Typing it again at any time will return the window to its previous state.
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